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Application of Markov Chains Monte Carlo to Cryptography 
 

Throughout this quarter, I learnt a lot about the Markov Chains Monte Carlo method and 

how this method plays a role in the study of cryptography. At first, the Markov Chains Monte 

Carlo method is pretty hard to understand. However, Alex, my mentor, helped me a lot in 

understanding this concept by assigning me some readings every week. These readings allowed 

me to understand the concept better. However, there are times where I do not know what the 

reading is about, and this is where I ask my questions to Alex. Every week Alex and I had a 

meeting together through zoom to discuss about the reading and to catch up with the materials. 

In this meeting, Alex will usually explain the concepts that I have not yet understand.  

To start off, we learnt about the theory of the Markov Chains Monte Carlo (MCMC) 

method. I learnt that the MCMC method is basically a method used for sampling from a 

probability distribution. This method draws samples in which the next sample is dependent on 

the existing sample. To understand this method better, we also looked at some examples of its 

applications to different problems in our daily lives, such as how this method relates to music.  

After we are familiar with this concept and the theory, we move on to the coding part of 

the project. In this project, I used the Ed workspace in order to code in real time using python. 

Basically, in this problem, we were given a gibberish text that we need to decode or decrypt. 

This gibberish text actually has a hidden message behind it, and this message can be important to 

different stakeholders. For example, it can be used as a secret communication between military 

commanders to ensure a successful operation. Here is the text I decided to decrypt: 

 



To solve this problem, we will be using a scoring function, and this scoring function helps to 

determine whether we will be staying in the current state or moving to the proposed state. Here is 

the formula for the scoring function: 

 

 
 
Beta1 and Beta2 are basically a pair of letter, and the R function records the number of times that 

specific pair of letter (e.g. “TH”) appears consecutively in the reference text. Meanwhile, the Fx 

function record the number of times that pair appears when the ciphertext is decrypted using the 

decryption key x. To solve this problem, we first need to choose a random current state, which is 

a pair of letter Beta1 and Beta2. Then, we will propose a new state in which we swap the order of 

Beta1 and Beta2. After that, we will calculate both the score of the current state and proposed 

state using the scoring function. If the score of the proposed state is bigger than the score of the 

current state, then we move to the current state. Else, we will flip a coin that has a probability of 

the Score_P/Score_C for the Heads. We will repeat all this process again until we have reached 

the end of the text. The process that I have explained here is based on the MCMC method. After 

running the program, we finally reach our main goal. The test that was once gibberish turned into 

something that is readable and meaningful. Here is the result: 

 

 In conclusion, the MCMC method does play a role in the study of cryptography, solving 

and writing codes. Through this project, I have successfully gained in depth knowledge 

regarding the MCMC method and its application. I would like to thank my mentor, Alex, for 

guiding me in finishing this project successfully.  


